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A Personal Introduction

| am not a conservative, and | am not writing this edsagdvance a political
agendalf anything, | lean left politically, so | should lapplaudingGoogle and
the otherBig Techcompaniedor their recent support of liberal candidates and
causes

But | c a rbécausemqqud resaadchHave been conducting since 2013
has shown me how dangerous these companiés@oegleandthe-Gang, | call
them The rise of the internet has given skecompaniesnprecedented power to
control public policy, to swing elections, twrainwash our childrernto censor
contenf to track our every moveo tear societies apatb alter the human mind
and even to reengineer humanity.

That last idea comes froan 8minute video(https://is.gd/44KCDmthat leaked
from Google in 2018To Google executivesresequencing human behavian a

way thatfreflects Googlé walue® (https://is.gd/VUC5) is a great ideaMy
research shows they have the power to,canidl former Google employees such as
Tristan Harris and Zach Vorhies have confirmedecent yearshat Google is
indeedusing the powerful new tools of influence | study to influence people on a
massive scale.

THE SELFISH LEDGER

Figure 1. Leaked 8minute video from Google explaining how the company can reengineer humanity.
Transcript athttps://is.gd/VUC5nI
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As Ruth Porat, Chief Financial Officer of Google, put it at afhafids meetingf
Googleemployees el d t hree days after O0rvaluesp won t he
are strongWe will fight to protect them, ande will usethe great strength and
resources and reachwehaveo conti nue to advance really

Recently, a former Facebook employee, Frances Haugen, released a-treasure

of internal documents showing that Facebook deliberately creates widksprea
societal chaoso improve its bottom lineMore chaos means more online traffic,
and more traffic means more money for Facebook.

| am helping to expos¢éhese companies becauskeve America ad democracy
andfreedom, andbecause these companasnow undermining all threef these
sacred institutiongn ways very few peopleunderstand even our leaders, the
people who have sworn to protect our country from harm

Even if our leaders did understand the real threats the Big Tech monopoliels pose,

doubt that they would interveneMany of them depend on tech monfey their
campaigns(Alphabet,Googl ebs pamwarst Hd d hmaryy Cl i nt onods
donor in 2016)and they all live in constant fear that these companies will suddenly

erase them. Rememberh en Facebook and Twitter shut dc
accountgn early 2022 In a split second, thesevered the two main links Trump

had to his tens of millions of supporters.

| am nd one of thosesupportes, but do we really want executives at priga
companies deciding whether our nationds | e
the public?

Whenour leadergio hold hearings and rattle their swoed®ut Googleandthe-

Gang imairdygor show.Right now both houses of Congress and many state
atomneys gener al are threatening to Abreak
antitrust actionsThis is complete nonsense, and leader&now it.

Even if the government forced Google or Facebook to sell off some of the

companies thefiaveboughtover the yees (Google buys a new company roughly

every week), that would do littte curtail the obscene power these companies have.
Why?Becausgy ou canét br eak up(tneedotgbealivktosear ch e
give goodresults),andou cano6t br esackl mega pltiorci@oimg o k 6 s

so would split up tens of millions of families and hundredsdlfions of friend

connections)
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Those platformsare the main tool§&oogle and Facebookse for surveillance,

censorship, and manipulatidaoogle and Facebookecutives know thisgnd they

know those platforms canot s evhyttheiu c hed by
lawyers have worked closely with government officialsrft the antitrust actions

that are currentlyinprogresehi s i s a cl| asrsy cc &anteol@dr @d Ar e g
tradition in corporate America. The kinds of breakups that might eventually occur

will actuallyhelp Googleandthe-Gangi consolidating their power and enriching

them beyond measure, all while creating the false impression thataheybw

been tamedtby our government.

As the father of five children, | amspecially concerned abtwh at humani tyos
future will look like if Big Tech is allowed to continuenobstructedn its path

towardworld dominationln the 1950s, British@nomis Kenneth Boulding wrote,

AA world of unseen dictatorship iIis conceiyv
g 0 v e r nlnam mvititingthis essay because | believe that such a world already

exists, and that unless we act quickly dedisively, the powethat the technology

company executivelsavegarneredvill become so firmly entrenched that we will

never be able to unseat them from their invisible thrones.

| have been a research psychologist for nearly 40 ywatshave also served in

various editoriapositions aPsychology Todagnagazine an&cientific American

| received my Ph.D. at Harvatdniversityin 1981 and have since published 15

books and more than 300 scientific and mainstream artinlastificial intelligence

and other topicsSince 202, some of my research and writings have focused on

Google LLG specifically on the conpny 6 s power toongsheppress ¢
massive surveillancene compangonductsand on t he company6és unp
ability to manipulate the thoughts armhaviorof more than3 billion people

worldwide.

Data | hae collected since 20howthat Googlalisplayscontent to the American
public that is biasedn favor on one political party(Epsteinet al., 202}
(https://is.gd/RTicr) i a party | happen to likdyut that 8 irrelevantNo private
company should have either the right or the pawenanipulate large populations
without their knowledge.

| have published articles about my research Googlein both scientific
publicgionsanda wide array omainstreanmews sourcesn TIME magazinelJ.S.
News & World ReportUSA TodayPolitico, Dissent The Hill, and Huffington
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Post for example, but also iffhe Daily Caller The Epoch Timesnd evenn
R u s sSpatrokdNews

| reach out todiverseaudiences écause the threats posed by Google, and, to a
lesser extent, Facebook, aresswious that | think everyone in the world needs to
know about them. | put my own political leanings aside when | report my data and
concerns becaesthe problems these companies preselipsepersonal politics.

To put this another way, | love humanitgy country, and democraayore than |

love any particular party or candidate.

Disturbing Scientific Discoveries

Here are six disturbing findingsfrom my researchwhich adheresto the very
highestscientificstandards

1. In 2016, biased search results generated ®Bgogled s s ear c h
algorithm likely impacted undecided voters in a way that gave
between2.6 and 10.2million votes toHillary Clinton (whom |
supported) | know this becauseny team and preserved more
than 13,000 electiorelated searches conducted bpdlitically
diverse group 095 Americansin 24 state®n Google, Bing, and
Yahoo in the weeks leading up to the election, and Googtelsea
resultsi which dominate search in the U.S. and worldviigeere

@ CrossMark

The search engine manipulation effect (SEME) and its
possible impact on the outcomes of elections

Robert Epstein® and Ronald E. Robertson

American Institute for Behavioral Research and Technology, Vista, CA 92084

Edited by Jacob N. Shapiro, Princeton University, Princeton, NJ, and accepted by the Editorial Board July 8, 2015 (received for review October 16, 2014)

BNAS

Internet search rankings have a significant impact on consumer
choices, mainly because users trust and choose higher-ranked
results more than lower-ranked results. Given the apparent power
of search rankings, we asked whether they could be manipulated
to alter the preferences of undecided voters in democratic
elections. Here we report the results of five relevant double-blind,
randomized controlled experiments, using a total of 4,556 un-
decided voters repr ing diverse d phic characteristics
of the voting populations of the United States and India. The fifth
experiment is especially notable in that it was conducted with
eligible voters throughout India in the midst of India’s 2014 Lok
Sabha elections just before the final votes were cast. The results of
these experiments demonstrate that (i) biased search rankings can
shift the voting preferences of undecided voters by 20% or more,
(if) the shift can be much higher in some demographic groups, and
(iii) search ranking bias can be masked so that people show no

of the i ion. We call this type of influence,

Figure2. SEME was discovered in 2013 and was reported by the Washington Post tha
Five randomized, controlled experiments demonstrating the effect were publishet

Primacy effects in particular have been shown to have a favor-
able influence on the formation of attitudes and beliefs (18-20),
enhance perceptions of corporate performance (21), improve rat-
ings of items on a survey (22-24), and increase purchasing behavior
(25). More troubling, however, is the fin, that primacy cffects
have a significant impact on voting behavior, resulting in more
votes for the candidate whose name is listed first on a ballot (26—
32). In one recent experimental study, primacy accounted for a
15% gain in votes for the candidate listed first (30). Although
primacy effects have been shown to extend to hyperlink clicking
behavior in online environments (33-35), no study that we are
aware of has yet examined whether the deliberate manipulation of
scarch engine rankings can be leveraged as a form of persuasive
technology in elections. Given the power of order effects and the
impact that search rankings have on consumer attitudes and be-
havior, we asked whether the deliberate manipulation of scarch
rankings pertinent to candidates in political elections could alter
the attitudes. beliefs. and behavior of undecided voters.

Proceedings of the National Academy of Sciences USA in 2015.
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significantly biased in favor of Secretary Clinton in all 10
positions on the first page of search results in both blue states and
red statesThere was no such bias on the Bing or Yakearch
engines.

| know the numbeof votes that shifted because Meaconducted
dozens of controlled experiments in the U.S. and other countries
that measurg¢he extent to whiclopinions and votes shift when
search results favor one candidate, causepmpany. | call this
shi ft NteeES”EECD Engine Manipulation Effect. My first
scientific paper on SEME was published in receedings of the
National Academy of Sciences(PNAS) in 2015
(https://is.qd/p0li8Y (Epstein & Robertson, 20Hpand has since
been accessed or downloaded from PRAS websi te more than
100,000 tines SEME has also been replicated hbwiltiple
researchers, including research team at one of the Max Planck
Institutes in Germany.

SEME is oneof the most powerful forms of influence ever

discovered in the behavioral sciences, and it is especially

dangerous because it is invisible to peopld subl i mi nal , 6 i n
effect. It leaves people thinking they have made up their own

minds, whichis very muchan illusion It also leaves no paper trail

for authorities to tracalNorse still, the very few people who can

detect bias in search results sleifien fartheiin the direction of

the bias, so merely being able to see
from it. Bottom line:biased searatesultscan easily produce shifts

in the opinions andoting preferencef undecided voters by 20

percent or moré up to 80 percent in some demographic groups.

Bear in mind here thall Google search results are, in a sense,
biased. There are no equahe rules built into Google algorithm.

It alwaysputs onewidgetahead of anothér and onecandidate
ahead of another.

SEME is an example &nfi e p h e me r a l,oaredthpteéa i enc e
phraseyou will find in internal emails thahave leaked from
Google A growing body of evidence suggests thHabogle
employeesleliberatelyengineeephemeral experienceschange
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peopl ed s (Far details kahoutige methodology uskin
SEME experiments, please see Appendiat the end of tis
documen

Since 2013, | have discovered about a dozen subliminal effects
like SEME, andmy team andl am currently studying and
qguantifyingsevenof themin addition to SEMEsee References

list at the end of thisessay, and also Epstein, 2018i at
https://is.qd/DblhZw, as follows:

ABE: The Answer Bot Effect (see below for more information)
DDE: The Differential Demographics Effect

DPE: The Digital Personalization Effect

OME: The Opinion Matching Effect

SSE: The Seah Suggestion Effect

TME: The Target Messaging Effect

YME: The YouTube Manipulation Effect

. On Election Day in 2018the i Go Vot e 0 Googeemi nder

displayed on its home paggave onepolitical party between
800,000and 4.6 millionmore votes than it gavthe other party
Those numbers might seem impossible, but | published my
analysis in January 201Bttps://is.gd/WCdsIn(Epstein, 2019a)

Threat

and itis quite conservative5o0 o gl e 6 s dpaesumablgnal yst s
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Figure 3. Because of the demographics of the people who use Google,
reminder like the one you see above is NOT a public service. It is
manipulation. If Google sends it to everyone, it will still give Democrats 8C
more votes than it gigeRepublicans. If Google sends it just to Democrats (ani
would know, unless monitoring systems are in place?), it could give them 4
additional votes. Reminders to register to vote work the same way.
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performed thsame calculationisdid beforethe companylecided

to postitspromptl n ot her wofirGdos ,V oG oeoog | perébosmp t
wasnota public service; it waseote manipulationThis type of

vote manipulation is an example of wha
Demographis Ef f em.t 06 ( DD

I n the weeks | eading up to the 2018 e
search resultmay haveshifted upwards of 78.2 million votés

the candidates of one political paffgpread across hundreds of

local and regional races)his number is ba&sl on data captured

by my 2018 monitoring system, which preserved more than

47,000 electiofrelated searches on Google, Bing, and Yahoo,

along with the nearly 400,000 web pages to which the search

results linked. Strong political bias toward one party exadent

once again, in Google searches(Epstein et al., 202}

(https://is.gd/RTicxm
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Figure 4. In the days leading up to the 2020 Presidential election, bias in G
search results, which can easily shift the voting preferences of undecided:
people Google can easily identifijhad a strong liberal bias.
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In the days leading up to the 2020 Presidential election and the

2021 Senate runoff elections in Georgigy team and | preserved

more than 1.5 million politicallyelated ephemeral experiences
Google, Bing, Yahoo, YouTube, Facebook and other platforms
and we also preserved more than 3 million web pagese again,
we found extreme political bias on Google and YouTube (which
is owned by Google), sufficient to haghifted at least 6 million
votes in the Presidential election without people's knowledge.

More important, a letter reportirayr preliminary findings sent to

the CEO of Google by thrde.S. Senators on November 5, )2

forced Google to stay out of the Georgia electidnsi T a mi n g

Bi g Thtps:HT@mingBigTech.cojrand other essaykargue

that setting up a permanent, laigale monitoring system like the

oneswe haveimplemented is the only effective way to prevent

Big Tech companies from undermining our

brainwashing our children, and controlling our minkils, most
recent election monitoring findings are summarized in a 15

minute video ahttps://TheCaseForMonitoring.com

My recent researcdemonstrates h a t

Glaatagdmelétés

search suggestions can turn a 50/50 split among undecided voters

into _nearly a 90/10 split

without

democracy,

people's awareness

(http://bit.ly/2EcYnY]) (Epstein, Mohr, & Martinez, 2018)A

growing body of evidence suggestgt Google is manipulating

peopl eds thinki
type into the search box.

ng

and

behavi

Go gle hillary clinton is |

hillary clinton is winning
hillary clinton is awesome

YAHOO! hillary clinton is |

hillary clinton is a liar
hillary clinton is a criminal
hillary clinton is evil
5 News hillary clinton is a crook
hillary clinton is corrupt
hillary clinton is a witch
hillary clinton is the devil
Y Celebrity hillary clinton is stupid
hillary clinton is ugly

Sports

44 Finance

» Olympics

hillary clinton is a joke

hillary clinton is
hillary clinton
hillary clir
hillary clinton
hilla
hilla
hilla
hilla

115 a lying crook

s from

5 a filthy liar
n is a murderess

s she evil

1is she in trouble

1is power hungry

Figure 5. Google uss isautocomplete search suggestions to manipulate opinior
voting preferences. One of the simplest ways to support a candidate is to s
negative search terms. These screenshots from the summer of 2016 show G¢
suppressing negative searshggestions to a ludicrous extent to supgiimiton.
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6. Google hadikely been determining the outcomes of upwards of
25 percent of the national elections worldwide since at least 2015
This is lecause many races arery close andbecausé&so o gl e 0 s
persuasive technologies arery powerful (Epstein & Robertson,
2015a)

But What About the Russians?

Thesenew forms of manipulatioare nothing like Russiaplaced ads or fake news
stories Russiannterferencealthough troublingand unacceptablean shiftonly a
handful ofvotesi in a national electiorperhapgens of housands at mo§Epstein,
2017d, 2018a)But Googleandthe-Gang can easily shiftnillions of votes
especially if they all support the same candidate or pattich they tend to do

Ads and news stories are competitive and visible, like billbod@dsthe kinds of

ephemeral effects Ina studyingare invisible and noncompetitive They are

controlled entiely by Googleandthe-Gangin almost every country in the world
and there is no way to counteract them.

| have also studied and written about Geogls massi ve suriveill ance
most of which people are completely unawarée @@nd Googl eds pervasi\
unpredictable pattarof censorshipOn the issue of censorshymu might want to

read the2016 report | published ib.S. News & World Repbc al | ed A The New
Ce n s or ktth:ibp.lg)28PGBmMVW (Epstein, 2016d) which desdbes nine

different blacklists Google maintains to suppress information worldWitkeare

all aware that Google deletes or blocks asdesvideos on YouTube, which it

owns, but few people are aware that Google blocks access to millions of websites.

On January 31, 2009, Google blocked access to virtually the entire internet for 40

minutes.

Before | spoke at that Senate hearing in 204@,Karan Bhata Googl edés Vi ce
President folGovernment AffairandPublic Policy testified. Hewas placed under

oath and askedomet ough questions by our Senators.
Googl e have amatywashnlinportarit qusstiosn€caisednd of the

simplest ways for a tech company to censor content is to lsalgatithms check

a blacklist before it displays that content. When a persarebsiteor organization

is on theblacHist, the algorithm suppresses the content.
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Mr. Bhatiar e pl i ed, @ANo, Senator, we dondt. o

That was a blatant li@nd lying to Congress is a felarjust three weeks after that

hearing, Zach Vorhies, a lofigne senior software engineer at Google, quit his job

there and mailed nearly a thousand pages of at&oogle documents to theS.
AttorneyGeneraAmong t hose documents weiram t hree of
each of t hem was a tNone lofl tyose Itheelistslwasd A bl ac k|
mentionedi n Mg wil Ce n sadiadesvhichguggests that thetaal number

of blacklists Google uses to suppress content might be quite large.

By the way,it is not justconservative contethat gets censord@pstein, 2018h)

At times,Googlealso censors progressive and socialist content. The problem with
Googleis not thatit censors conservatives; the problenthiat it has the power to
determine what content billions of people worldwidél or not see No single
entityi especially a private company that is not accountable to the piushiculd

have such powdEpstein, 2016d)

Censorship is an especially pernicious form of manipulation because, as | keep
telling anyone who will listeffiYou dondét know wbat they donof

Google Is the Biggest Threat

Google is the biggest and most dangerous of the ndimeomanipulation

platforms, in part because it was founded by utopians, who, over time, attracted

other utopians to work for them. Google corporate culture revolves around the idea

t hat wedbre here to create a thepréevaileg worl d,
company values.

| f you doubt that, check out the | eaked
C e n s bttipsd/is.gd/ASaiLd, in which Google employees freely acknowledge

that their algorithms necessarily bbasome content while suppressing other

content’ in other wordsthe algorithms determinghat three billion people around

the worldcanor cannotsee.

But Googl e, t hey ar guef Goiosgleae risgo o dch ed & n swoor
mine)know best abouvhatcontent should be suppress€b o gl e empl oyees <ca
help but talk openly about this issue for a simple reason: As the gateway to all
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knowledge in almost every country in the world (everywhere but China and North
Korea),Googleis nowthe biggest anthost aggressive censor in human history.

If that PowerPoint presentatiaho e s n 6t convi n-aneuteyvimeol wat ch t
me nt i on e dTheeSelfish iLadger wWias bye &Gtoomdyl edbs advanc
products division, and it was never meant to be seen outside the coingalys a b o u't

t he ¢ omp a nnredngnear bumanitydoggle has that abilifyand because

no | aws or regul ati ons exi thad comphnsist constra
exercising that ability freely worldwide.

About a dozen whistleblowers from Google have now come forward, and they have
all confirmed that this heady agenda is real at Godgtmgle is out to make the
world a better place, and whetee conp a n yeésion offibetten conflicts with

s omeone esuppeesdbe opppding yview: in search results, newsfeeds,
answer boxes (which often appear above search reMdis)ube videosanswers

they give people througtheir persoal assistantsGoagle Home and the Google
Assistanton Android devices and more.

In the aggressivenline monitoring we did in the days leading up to the 2020

Presidential election and the 2021 Senate runoff elections in Georgia, we found that

a whopping93% of the eledbn-related videos¥ouTubewas suggesting to users

had a strondiberalbias.And t hat bi as iwadeos @fferedoto esent j u
liberal users; it wapresent at an even higher let@l users identifying themselves

as conservatives or moderates (Epset al., 2021)h{itps://is.gd/RTicxm

Authoritative

NEWS WHEREWE BUILD
CLASSIFIERS. WE LOOK FOR

Figure 6. In another leaked video, the CEO of YouTufferms her staff about chaegbeing
made to YouTulde upnext algorithm.Content the company views as valid is boostt
rankings, and content the commpaviews as suspect is suppressed.
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The bias i n-n¥xu ou baddysxpléineghimyet another leaked
video (ttps://vimeo.com/3543540%@n which Susan Woicki, still the CEO of
YouTube, explains to her staff in 2017the year that Donald Trump became
Presideni how the algorithm that determines which videos people see was being
modified toboostgood content anguppres$ad content. On a large screeshind

her you seahuge uparrow next to a huge dowarrow to symbolize the process.

Thisistroublingnews given that 70 percent of the videos people watch on YouTube
worldwide are suggested by thatoext algorithm littps://is.gd/JWRG8A

Even more disturbingRandomized, controlled experiments my team and | have
been caductingover the past yeahow thabias inY o u T u up-eextsalgorithm

can easily shift more than 40% of undecided voters toward whichevedatnde
choose Worse still, our experiments show that this effect, which we called the
YouTube Manipulation Effect (YME), can easily be masked so that almost no one
is aware that the sequence of videos they are being shown in biased.

Still not convince@ Worldwide, people watch billion videos on YouTube every

day, 3.5 billion of which are suggested that up-next algorithm, and because
Google personalizes the content it shows us based on massive amounts of
information it collects through our online tadties (emails, search histories,
YouTube histories, website visits, Google Docs, and much more), along with
everything it hears through Android phones and the Google Home device, Google
personalizeshe list of videos it shows people to maximize theipact.

As any con artist can tell you, the more you know about someone, the easier it is to
manipulate him or he¥We have now begun to study and quantify this power, which
we call the Digital Personalization Effect (DPE).

If you already have strong wies on a topid vaccination, Trump, immigratign
abortion, and so oh Google will mainly show you more of what you want to see.
But if you areundecidedn some issuewhere to vacation, which microwave oven
to buy, or which candidate to vote fioiGoogk is in controllt owns your brairi
and, even more so, the brains of your children.

American Institute for Behavioral Research and Technology / \I B I a I



http://drrobertepstein.com/AIBRT/
https://vimeo.com/354354050
https://is.gd/JWRG8A

Googl eds Tkagepsl e Thr eat
©2022, AIBRT

The Surveillance Business Model

Google is, by far, the most dangerous member of the @asg¢he most aggressive
in its surveillance, censorship, and manipulatiotivdes. It also invented the

Asurveillance business model, 0 which is n
companies worldwideT hi s busi ness model, which Tim Cc
called fAcreepy, 0 tur ndHergihhowtwarkst omer i nto t

1) You attract people to online surveillance platforms where you extract as much
personal information about them as you can multiple times a day.

2) You motivate them to visit these platfor
of ¢ hBhesg seiicesi like Gmail, the Google search engine, and Google

Docsi truly are trivial.If you had to pay for therm all of themi they would cost

you about $10 per month.

3) You monetize the personal information you are collecting, a process that is now
bringing Google nearly $150 billigmer yeaitin revenue. Even though you continue

to provide the same trickle of trivial services to your users every day, over time, the
profile you have compiled about each and every one of thentluding the
childreni hasbecome enormou#f. you have been usinie internet for a decade

or more, Google has collected the equivalent of al®unillion pages of
informationabout you They are currently monitoring you and your kids over more
than 200 platforms, most of whicloy are completely unaware of.

4) Google uses this profilethisdossier as criminal investigatorsightcall it to
create a digital model of yahat they use both faredict your behavior and needs
and toinfluence youmttitudes, beliefs, opinionpurchases, and votes

The surveillance business model is brilliant from a profit perspective, but it is also
fundamentally deceptive, and | and many others believe it should be made illegal.

Google services anmaot free. We pay for them with our freedorBee my essay,
AFree 1 snoét Freedomo for nEpstee, 2016H, or mat i on
https://is.gd/OleNth
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Andl t 6s Not Just Googl e

Google is the most dangerous of thang but Facebook, Amazon, Twitter, gnd

yes, even Apple, also pose threats to our democtlaay. also starting to worry

about Microsoft, which entered into a seqguattwith Google in early 2016 and

whi ch seems, since then, to have finally b
Microsoft Windows versions 10 and 11 do sos®rioustracking, and there are

i ndi cati ons seldomused Mearch emgne Bihgdssnow drawirgy it

content from Google, just as Yahoo has been doing fmsyand just a Siri does to

get answers posed to quesis on Apple devices.

One of my newest areas of reseidRAsih i s on A
such as Appleds Siri, Googl edbs Assistant,
insists you should install in every room in your house or apartmeuttharmost

popul ar of these devices: Amazonds Al exa.

All of these ares&M devices, which in the present context standsSfoweillance
and Manipulation

UsinganAl exa si mul ator my 1t a& yes,ahethlks|and al | ADy
she sounds just l&kAlexai we have lately been conducting controlled experiments

to measure the power that biased answers have on pespirions and voting

preference$ an effect we call the Answer Bot Effect (ABHE]jere is a summary

of a research paper that we recgstibmitted for publication in a scientific journal:

We describe three experiments with a total of 1,@38. participants

conducted to determine to iwhhart extent gi
via an answer box at the top of a page of search resulia a vocal

reply to a question posed to an intelligent personal assistant {IPA)

might also impact opinions and votes.

Participants were first given basic information about two candidates

running for prime minister of Australia (this, in order to aesthat
participants were Aundecidedo), then ask
preferences, then given answers to questions they posed about the

candidates either with answer boxes or with vocal answers on an

Alexa simulatori and then asked again abdlir voting preferences.

The experiments were controlled, randomized, doebbfel, and

counterbalanced.
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Experiments 1 and 2 demonstrated that answer boxes can shift opinions
by as much as 38.6% and that the appearance of an answer box reduces
searchitmes and clicks on search results.

Experiment 3 demonstrated theten a single questieand-answer
sequence on an IPA can shift voting preferences by more than 40%
Multiple questions posed to an IPA leading to answers that all have the
same bias can Bhvoting preferences by more than 65%. Simple
masking procedures still produced large opinion shifts while reducing
awareness of bias to close to zero.

ABE poses a serious threat to both democracy and human autonomy
because (a) it produces large shiftpinions and voting preferences
with little or no user awareness, (b) it is an ephemeral form of influence
that leaves no paper trail, and (c) worldwide, it is controlled almost
exclusively by just four American tech companies. ABE will become a
greate threat as people increasingly rely on IPAs for answers.

Again, note those italic#\ single biased answer provided by a personal assistant
like Alexa can producmore than a 40 percent shiftvoting preferences in a group
of undecided voters.

To me,this shows yet agairi that we have been asleep at the whaf.have let
dangerous technologies overtake our lives without understanding the risks we were
taking.We have let ourselves get distracted by the little goodies w@\get! My

phone is give mturn-by-turndriving directions) without looking under the hood:

the company that is giving you directions knowkere you areight now and

where you have beavery second of the dé&yr years.

And that company has been monetizing that informatoda usi ng it to fAseq
your behavior without your awareness.

A Brief Note About a Critically Important Demographic: Our Children
| have been studying new forms of influence for a long time, almost exclusively
with aduts. But an existing body of remeh suggests that these new, often

invisible, ways of <changing peoplebds think
much bigger impact on children than on adults.
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And who is more attached to new tech devices than anyonedaiseRildren, who
are oftenunattended when they aramersed in social media ptaying games or
communicating with other peopten their computers or mobile devices. That is
why i wi t h par entisnily teane anthi ares now im the process of
expanding our research to look awhnew forms of influence are affecting young
people.

| expect our findings, which we should begin to release about a year from now, to
be especially disturbing.

Monitoring Systems: The Key to Keeping Big Tech Out of Our Elections
| know how to stop Bj Tech companies dead in their tracks, and that brings me,
finally, to monitoring systems and then to the article | published in 2019 in

Bloomberg Businessweek

In the summer 02015, a telephone cdllreceivedfrom Jim Hood, the attorney
general of Misissippi, prompted me to start a yekmsg project in which | learned

U ——

Taming Big Tech: The Case for Monitoring

Originally published by Robert Epstein on May 13th 2018 ¥ 12,234 reads [

How, working in the shadows of the internet, researchers developed a
passive monitoring system that might soon make Big Tech companies
accountable to the public—and even save democracy.

Figure 7. "Taming Big Tech" explains how our first election monitoring systen
developed and deployed several months before the 2016 Presidential eléctis
accessible afttps://TamingBigTech.com
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howto monitor what Big Tech companies are showing real tisiersther words,
how to do to them what they do toamsl our children 24 hours a day

In early 2016, my team anddunchedour first Neilsentype monitoring system

with 95 field agents in 24.S. states. llowedustolookover peoplkeds
and, withtheir permissionto capure theephemeratearch results they were seeing
on their computer screens before thos results disappeared

(https://TamingBigTech.con (Epstein, 2018d) My team andl successfully
deployedsuch systems in 2016 and 2048d we gredy expanded our monitoring

capabilities to track Big Tech activiein the days leading up to the 2020

Presidential election and the 2021 Senate runoff elections in Georgia.

To view a 15minute summary of our findings in the 2020 and 2021 elections,
please view the video attps://isgd/RTicxm And here is the summary of a paper

about our findings whickve recentlysubmitted to a scientific conference:

The internet has made it possible for a small number technology
monopolies to dominate the thinking, behavior, and votes of mane tha
three billion people worldwide using new subliminal techniques. We
have discovered and quantified several of these techniques in controlled
experiments conducted since 2013, and in 2016, we developed

technology that allowed us to preserve search resuitse p he mer al
contento that influences ©o@ithei ons

Google, Bing, and Yahoo search engines.

In 2020, we improved our monitoring technology to preserve a wide
variety of online content in the days leading up to the 2026i¢Rential
election and the 2021 Senate elections in Geo@yiai.team installed
custom software on the computers of a politicdilyerse group of

1,735 registered voters (ounr #Afi

Arizona, Georgia, Florida, and North ©&ana. This software allowed

us to il ook over t he shoul der so

permission) as they viewed politicaltglated content on the Google,
Yahoo, and Bing search engines,
YouTube platform,and&c e book d6s home page.

Overall, we preserved more than 1.5 million ephemeral experiences for
analysis and found substantial political bias in Google search results and
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i n YouTunbeexbtso fAaulpgor i t hm, sufficient to he
votesinthe2P 0 Presi denti al el ection without p

We went public with some of our preliminary findings on October 30,
2020, and, based on these findings, tle®. Senators sent a warning
letter to the CEO of Google on November 5, 2020, 2 daysEfetion

Day. This warning appears to have forced Google to prevent biased
political content from appearing on its platforms in Georgia on the days
leading up to the runoff elections other words, none of our 1,003
Georgia field agents saw bias on Gleogn those days. We argue that
building largescale, permanent monitoring systems is essential for
protecting democracy from being undermined by emerging
technologies in future years. Laws and regulations move too slowly to
keep up with new technologielut monitoring systems can because
theyare technology.

The key sentence in that summary is the one in italibgs warning appears to
have forced Google to prevent biased political content from appearing on its
platforms in Georgia on the days leading to the runoff elections

In other wordsby monitoring and exposing Big Tech shenanigamscan get these
companies to stop their manipulations

During the year following the Georgia runoffs, we have made significant progress
toward developing a maute-learning algorithm that can instantly identify the
political bias in web page3his meas that infuture electionsi include the 2022
midterm elections in th&).S. T we will be able to track and expose political
manipulationsas they are occurring reporting our findings to journalists,
members of Congress, the.3J Attorney General, and the Federal Election
Commission.

If our experience in the last election cycle is any indication, this meansill be
able to restore the freandfair election pocess in thdJ.S.1 or at least keep
Googleandthe-Gang from interfering.

In the 2020 Presidential election, we believe that these companies shifted more than

6 mil |l i on v otskeowladge, dno thas a tpagedyddr @emocracy.
But i thawk todestmbwayps soon as we can find the funding, we are ready
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to build a permanent, larggeale, selfunding monitoring system in all 50.S.
states.

Such a systemustbe built. Thisnextstep in our technological developmentot
optional.If we fail to build such a system, we will ladandoimg the freeandfair
election, a cornerstone of democratliswill makedemocracyneaninglesseven
if your chosen candidate prevails

Ultimatdy, a worldwide network ofpassivemonitoring systemsnust be built to
protect humanity and democracy from manipulationg by d a&pogls and the
Googles oftomorrow Only tech can fight tech; laws and regulations will never
keep up(Epstein, 2018d)

A Simple Way of Quickly Endi ogSedechogl eds Wo

On Jdy 15, 20191 the day before my Congressional testimdnlypublished a

featurearticle in Bloomberg Businessweekplaining how Congress can quickly

end Googl ebds wor | dwi(reprntedmmo folloirpAppegdixibn s ear ch
below) (Epstén, 2019d)

The solutionto The Google Problemiso decl are Googl eibs massi Ve
the database the company uses to generate searchirésidesgoublic commons

accessibléy all, just as 195 consent decree forced AT&T to share alpigdents.

This is lighttouch regulation, andhere is precederfor it in both lawand in

Googl ebs own business practices.

Declaring Googlebs index a commons will qu
platforms like Google.congeach competing with Gotey each providing excellent

search resultseach serving niche audiences, large and small, exactly like

newspapey and television networks and websites v, Search will become

competitive as it was during its early yeasddemocracy will be proteet from

G 0 0 g seerdtigamachinations.

With thousands of search engines vying for our attention, search will also become

innovative againHave you noticed thahére have been no innovations in search

since Google became the dominaratrsh enginealmo®t 20 years ago? That
monopolies do: they kill innovation.
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President Eisenhowerds Warning

In his famous departing speechlanuary, 1961, Presidddtight D. Eisenhower

warned about the possible risepabic a Atechn
policy wit harenesgEpstemn,2016a) 2018@)hat elite now exists,

and they have more power than you think.

Democracy as originally conceived cannot survive Big Tech as currently
empoweredlt is up toour leaders and to every om of us as individuals to
determine where we go from here.

Please see AppendixXfbllowing Referencesdr links of possible interest.
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APPENDIX I:
Links of Possible Interest

https://MyGoogleResearch.cadira webpage where you can learn more about Dr.
E p s t eesearch ®n online influence and where you can also support that
research with donations to the American Institute for Behavioral Research and
Technology, a nonprofit, nonpartisan 501(c)(3) public charity.

https://TameBigTech.cofihasignup page where you can subscribe to a free
newsletter that will keep you informed about advances ifEpPsteiris research

https://MyPrivacyTips.coni an essay by Dr. Epstein about how you can protect
yourself and your children from surveillance by Goegptelthe-Gang.

https://TamingBigTech.corm an essay by Dr. Epstein about the developraént
his first election monitoring system, deployed before the 2016 Presidential
election.

https://TheCreepyLine.cmot .com)i an 80minute documentary film featuring
Dr . Ep st eiltnarss abow sue/edince, bensorship, and manipulation
by Googleandthe-Gang.It also features Dr. Jordan Peterson and other experts.

https://TheCaseForMonitoring.coita 15minute video in which Dr. Epstein
summarizes findings from his online monitoring in the days leading tieto
2020 Presidential Election and the 2021 Senate runoff elections in Georgia.

https://DrRobertEpstein.coinD r . Epsteinds personal website

https://AIBRT.orgi website of theAmerican Institute for Behavioral Research
and Technology.

https://twitter.com/DrREpsteinD r . Epsteindéds twitter feed.
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APPENDIX I1:
The Methodology of SEME Experiments

The methodologyof SEME expennents adheres to the highest standards of
research in thesocial andbehavioral science\ll experiments are randomized,
controlled, doubléblind, and counterbalanceg@pstein and Robertson, 2015a)
Multiple SEME experiments conducted over a period ofentban five years have
involved more than 10,000 participants and five national elections in four countries.
Reasonable effortlsave been mad® assure that participants are diverse across
multiple demographic characteristics, and, when possible, regaggenof the
voting population. When samples are not representative of the voting population,
adjustments are made statistically or by examining subsamples.

Il n most experiments, parti ci pyawhichsl ar e sel ¢
meaneitherthatth ey havenodt yet made upthatweei r mi nds
are deliberately showing them materials from an election they are not familiar with

(for example, when we show people from the U.S. materials from an election in

Australia).

All search resuft and web pages used in the experiments are real, drawn from the
internetandromGo o gl e 6 s s Eha elections eenhgvie examined are also
real:the 2010 election for Prime Minister of Australia; the 2014 Lok Sabha election
in India; the 2015 natimal election in the UK, and the 2016 and 2018 elections in
the U.S.

Search results are presented to participants using a mock search engine called
Kadoodle, which looks and functions almost exactly like Goofje. difference
between Google and Kadoodle that with Kadoodle, we control what search
results we show and the order in which those results are sawisearch results

link to copies of real web pages, but links on those pages have been disabled so we
can keep our research participants in aedasnline environment.

In the basic procedure, participants are randomly assigned to one of three groups:
a groupin which search results fav@andidate A which means that highanking

results link to web pages that make Candidate A look bettehitar her opponent

T a group favoringCandidate B, and a group in which neither candiddiavisred

in search results (the control group

Participants are told they will be asked to use our custom search engine, Kadoodle,

to conduct research on politiceandidatesThey are first asked to read short

paragraphs about each candidate and then asked several questions about each
candidateHow much they like each candidate, trust each candidate, and so on.

They are also asked, both in a binary fashion anal scale, which candidate they

would vote for i f they haedatohvopuestiodmy. 0
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Then, typically, they are given up to fifteen minutes in which to use the Kadoodle
search engine to conduct further reshaabout the candidaeThey are typically

given access to five pagegsearch results, with six results per page (30 in total),

and they can navigate through the search results and the web pages exactly as they
would on GoogleThey can stop searching when they please.

Thenthey are asked thessame questions about the candidates; now #rese
ipessetar ch questions. o

Group 1: Rankings favoring Gillard

PROGILLARD... NEUTRAL ...PRO ABBOTT
I (77T CTT T T T -
‘ PAGE 1 L PAGE 2 ! PAGE 3 ! PAGE 4 ! PAGE 5 I

Group 2: Rankings favoring Abbott

PRO ABBOTT ... NEUTRAL ...PRO GILLARD
BN (T (T 1710 T
I PAGE 1 - PAGE 2 L PAGE 3 S PAGE 4 ! PAGE 5 I

Group 3: Rankings favoring neither candidate

M BN ([ ([ 7O iErrrr]

PAGE 1 PAGE 2 PAGE 3 PAGE 4 PAGE &

Figure 8. In a typical SEME experiment, in one grogparch results are ordered in a way |
favors Candidate A (Gillat, above).In a second group, the ordering is reversed, so it fe
Candidate BAbbott, above)And in a control group, the ordering alternatas, neither candida
is favored.

Remember that the only difference between the three groups is the order in which
the search results are showl. participants in all three groups haftgl access to
all the search results and all the web pages.

The typical findngs are as follows:

9 Prior to search, all three grougend toanswerthe presearch questions the same
way.

i After thesearch, the opinions and voting preferences of people iothetgroup
shift very little or not at all

9 After the searchboth the opinions and the voting preferences of people in the two
bias groups shift fairly dramatically in the direction of the favored candittate.
other words, opinions and votes shift jpposite directions in the two groups.
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1 A shift of 20 percent or more is typical. In large studies in which we have enough
participants to look at demographic differences, we have found shifts in-tbe 60
80 percent range in some demographic grolpsthe words, some people are
especiallytrusting of search results.

1 Typically, very few people show any awareness of the bias they havelseen
large study we conducted in India in 2014, for exarhmestudy with more than
2,000 undecided voters thrdumutindia in the midst of an intenséectioni 99.5
percent of our participants showed no awareness of bias in the search results we
showed them.

1 The very few people who do detect the bias tend, on average, to shift even farther
in the direction of the bias.

Some of my SEME research attempts to explain why the effect is so large. One
reason appears to be that people trust algorithmic output, believing that because
it is computergenerated, it is inherently objective and unbiased.

Research have conducted sb suggests that SEME is a large effect because

people are conditionédvery much like rats in a Skinner boxo believe that

results at the top of the list are better and truer than results farther down the list

(Epstein& Robertson(201@). This is beause most searches we conduct are

for simple facts, such aThediriWtianswes t he go\
always turns up at the top of the list, which is one reason 50 percent of all clicks

go to the top two search positions.

But then that day comeshen we search for something with a less certain
answerWhat is the best sushi restaurant in towri?o is the best candidate?
Again, we are most likely to believe the highemtking answers.

When in one experimentwe changedp e opl e 6 s b ghrankifgs about I

search results by placing answers to simple questions in random positions in
lists of search results, potitilly-biased search results Hass impact on them.
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APPENDIX [ 11
Article from Bloomberg Businessweeluly 15, 2019

https://www.bloomberg.com/news/articles/2019-07-15/to-break-

Entered into The Congressional Record, July 16, 2019

Bloomberg Businessweek

To Break Google’s

Monopoly on Search,
Make Its Index Public

The tech giant doesn’t have to be dismantled. Sharing its crown

jewel might reshape the internet.

By
Robert Epstein

July 15, 2019, 3:00 AM PDT

B »
(,\‘
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Recognition is growing worldwide that
something big needs to be done about Big
Tech, and fast.

More than $8 billion in fines have been
levied against Google by the European Union
since 2017. Facebook Inc., facing an onslaught
of investigations, has dropped in reputation to
almost rock bottom among the 100 most
visible companies in the U.S. Former
employees of Google and Facebook have
warned that these companies are “ripping apart
the social fabric” and can “hijack the mind.”

Adding substance to the concerns,
documents and videos have been leaking from
Big Tech companies, supporting fears—most
often expressed by conservatives—

about political manipulations and even
aspirations to engineer human values.

Fixes on the table include forcing the tech
titans to divest themselves of some of the
companies they've bought (more than 250 by
Google and Facebook alone) and guaranteeing
that user data are transportable.

But these and a dozen other proposals
never get to the heart of the problem, and that
is that Google’s search engine and Facebook’s

2
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social network platform have value only if they
are intact. Breaking up Google’s search engine
would give us a smattering of search engines
that yield inferior results (the larger the search
engine, the wider the range of results it can
give you), and breaking up Facebook’s
platform would be like building an immensely
long Berlin Wall that would splinter millions
of relationships.

With those basic platforms intact, the three
biggest threats that Google and Facebook pose
to societies worldwide are barely affected by
almost any intervention: the aggressive
surveillance, the suppression of content, and
the subtle manipulation of the thinking and
behavior of more than 2.5 billion people.

Different tech companies pose different
kinds of threats. I'm focused here on Google,
which I've been studying for more than six
years through both experimental
research and monitoring projects. (Google is well

aware of my work and not entirely happy with
me. The company did not respond to requests
for comment.) Google is especially worrisome
because it has maintained an unopposed
monopoly on search worldwide for nearly a
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decade. It controls 92 percent of search, with
the next largest competitor, Microsoft’s Bing,
drawing only 2.5%.

Fortunately, there is a simple way to end
the company’s monopoly without breaking up
its search engine, and that is to turn its
“index”—the mammoth and ever-growing
database it maintains of internet content—into
a kind of public commons.

There is precedent for this both in law and
in Google’s business practices. When private
ownership of essential resources and
services—water, electricity,
telecommunications, and so on—no longer
serves the public interest, governments often
step in to control them. One particular
government intervention is especially relevant
to the Big Tech dilemma: the 1956 consent
decree in the U.S. in which AT&T agreed to
share all its patents with other companies free
of charge. As tech investor Roger McNamee and
others have pointed out, that sharing
reverberated around the world, leading to a
significant increase in technological
competition and innovation.
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